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	NOMBRE 
	HUGO BONILLA
	FECHA
	04/21/2022


	CONTACTO  JMM SOLUTIONS, S.A.

	Nombre
	Hugo Bonilla 

	Teléfono
	507.396-7338

	Móvil
	6315-2405

	Email
	hbonilla@jmm-solutions.com


	CONTACTO  BAHIA MOTORS

	Nombre
	Miguel Zeballos

	Teléfono
	

	Móvil
	62482546

	Email
	miguel.zeballos@hondapanama.com




	INFORMACIÓN TÉCNICA
	VPN GATEWAY 
	JMM SOLUTIONS
	BM SANTA MARIA

	Dispositivos Participantes
	Peer VPN IP Address
	40.117.90.18
	      190.60.1.78

	
	VPN Device
	Mikrotik 
	SOPHOS

	
	VPN Device Version
	Versión 6.43
	SFOS 19.0.0 GA-Build317



	CONFIGURACIÓN BASICA DEL TUNEL
	JMM SOLUTIONS
	BM SANTA MARIA

	Phase 1 IKE
	Authentication Method
	Pre-Shared Key
	PTB#catt921x3

	
	Encryption Scheme
	IKEv1
	     

	
	Encryption Algorithm
	AES – 256/3des
	     

	
	Hashing Algorithm
	SHA-256
	     

	
	Diffie-Hellman Group
	Modp 1024 / 2048
	     

	
	Main or Aggressive Mode
	Main
	     

	
	Lifetime IKE SA (default 86400)
	1440 min
	     

	Phase 2 IPSEC
	Encapsulation
	AH + ESP
	     

	
	Encryption Algorithm ESP
	AES – 128/256 cbc
	     

	
	Authentication Algorithm HA
	SHA-256
	     

	
	Authentication Algorithm ESP
	None
	     

	
	Perfect Forward Secrecy
	None
	     

	
	Lifetime IPSEC SA (default 3600)
	3600 seconds
	     

	
	Lifesize IPSEC SA
	N/A
	     



Datos Requeridos
	NO.
	LAN LOCAL - BM
	IP WAN - BM

	1
	199.199.6.0/24
	



	NO.
	LAN LOCAL – JMS CLOUD
	IP WAN - JMS

	1
	10.1.15.0/24
	40.117.90.18
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